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The first byte after the START procedurs

TALYHYS02AREH L HE 1 = DU A7 [ € 51010, bk KR = A i H P TREBIERA2. AL A0S, — R4
*m%TuLﬁﬂNZAllmMTH B 448N YHYB02AME B . 708 Y HY SO2ABEER A T S 4R AR I, & 3% B %
HHHIC DY A b4 5 A2, AL, A0 RIWEEE #4551,

Wm,éAwwmymwwzxu‘mﬁﬁ%ﬁ&cxl,Wﬁ&ﬁ%ﬁ%m%ﬂﬁ“%ﬁ

BT AN, RIWAL KL, E-GAriteihl 41010001, W44kl %: 10100011, HIOXA3;

A0, RIWAL A0, m-bAiBibiihl 41010001, W#4Hhk%: 10100010, EJOXA2.

O KN UMK RIE R a7 7 A
@ YT A& HIE X

@ Hdsk: buiar LUy

@ KKy WA 7 B Mt 7 R Y S

)4

A R[FIHER
® i KET+ BlBNaSy+ B+ sy
® KM KET+ BB TR+ KT

IR (FrAIRSERMILHIITHD

75 ke A

1 0x01 TR
2 0x02 LR P 51
3 0x03 W IR
4 0x10 T BB ] 12 i A
5 ox11 TCE B R A
6 0x12 W R

7 0x13 W A3k
8 0x19 55 et

9 0x20 Sk

10 0x21 (54"

11 0x22 E He

12 0x23 VIR
13 0x24 PRk

14 0x25 Bl
15 0x26 AR
16 0x30 AR EEPROM
17 0x31 it EEPROM

iy < Ui A

CLA N Bl AR 3 Be W R+ /N 2D
1. EERERAS

Command description: JzHUF L 5

Data Frame Format:

KX | KEY | @dT | REY
02 01 03
4] KEF | s B S B
IR 0A 01 8Bytes oot
G RPs 02 FE - FC
Example:
Send 02 01 03
02 | Length of this COMMAND
Explanation 01 | COMMAND
03 | 02 @01
Receive(Success) OA 01 48 59 35 30 32 41 20 20 6C
OA | Length of this DATA
Explanation 01 | COMMAND
48 59 35 30 32 41 20 20 | Module TYPE
6C | 0OA 01 #48 @59 @35 @30 ©32 ©#41 ©20 @20
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Receive(Failure) 02 FE FC

Explanation

02
FE
FC

Length of this DATA
One's complement of COMMAND
02 eFE

2. BEBURSFSIS

Command description: izHUR L5515

Data Frame Format:

B | KEF | @mdd | KRS
02 02 00
’E | KEY | @AY | BRSNS B
1EH 06 02 4Bytes Lol
i 02 FD - FF
Example:
Send 02 02 00
02 | Length of this COMMAND
Explanation 02 | COMMAND
00 | 02 @02
Receive(Success) 06 02 00 00 00 01 05
06 | Length of this DATA
Explanation 02 | COMMAND
00 00 00 01 | Module SN
05 | 06 02 @00 @00 @00 @01
Receive(Failure) 02 FD FF
02 | Length of this DATA
Explanation FD | One's complement of COMMAND
FF | 02 eFD

3. WEMRIBEAFER

Command description: A7 iy & JE Rt A HUIRZS, R DIFEAURT SuA, 1T LUEE 45 RST S — MK H P Fk b e it o =08 F

Data Frame Format:

& | KEF | s | KRS
02 03 01
’E | KEY | ey | KRR
EH 02 03 01
GiS 02 FC FE
Example:
Send 02 03 01
02 | Length of this COMMAND
Explanation 03 | COMMAND
01 | 02 @03
Receive(Success) | 02 03 01
gg Length of this DATA
Explanation o1 COMMAND
02 @03
Receive(Failure) 02 FC FE
02 | Length of this DATA
Explanation FC | One's complement of COMMAND
FE | 02 @FC

4 BREUEBR[E AR A

Command description: zHUSEL [ 14 iR A

Data Frame Format:

KX | KETY | @Y | REY
02 10 12
’E | KR | md | SRR e
EHf 06 10 ABytes U Al
ik 02 EF - ED
Example:
Send 02 10 12
02 | Length of this COMMAND
Explanation 10 | COMMAND
12 | 02 @10
Receive(Success) | 06 10 00 00 02 01 15
06 | Length of this DATA
. 10 | COMMAND
Explanation
00 00 02 01 | Module SN
15 | 06 @10 @00 @00 @02 @01
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Receive(Failure) 02 EF ED

02 | Length of this DATA
Explanation EF | One's complement of COMMAND
ED | 02 oEF

5. REBIREKMHE
Command description: &I L I8 HEAE BT F A

Data Frame Format:

Ri% KEF | T B il R 7
1Byte
03 11 00: BEANHAFHH L oR(ER

4E00: B H AT

p4 R A O e o I e

1EA 02 11 13
ik 02 EE EC
Example:
Send 03 11 00 12

03 | Length of this COMMAND
Explanation 11 | COMMAND

00 | 00: Into the Software Power-Down; Others: Quit the Software Power-Down
12 | 03 @11 @00

Receive(Success) | 02 11 13

02 | Length of this DATA
Explanation 11 | COMMAND
13 | 02 @11

Receive(Failure) 02 EE EC

02 | Length of this DATA
Explanation EE | One's complement of COMMAND
EC | 02 ®EE

6. WERKIR
Command description: #% i R EATIRIRERAE, AT ICERAE I G RRBARIR, a0 B080E 5 2440 R T R ZIX G Fr it AR ZIX

Data Frame Format:

02 12 10
’E | OKEY | @y | KR
N 02 12 10
iR 02 ED EF
Example:
Send 02 12 10

02 | Length of this COMMAND

Explanation 12 | COMMAND

10 | 02 @12

Receive(Success) | 02 12 10

02 | Length of this DATA
Explanation 12 | COMMAND
10 | 02 @12

Receive(Failure) 02 ED EF

02 | Length of this DATA
Explanation ED | One's complement of COMMAND
EF | 02 @ED

7. RERIFF
Command description: & E#H 5T, 1415, 0xX0LTF/E Az, 0X00KH . FFIK)5SIGHIAR sk 7 HARFr
)RR I RAR . i EAE BN A8 T R, 78 BN R AT 2 3l i B 45 AR i AT LG A T B DASR iR AR 50K

Data Frame Format:

RE | KEY | @A R B
1Byte
03 13 01: HE AT+ | KK
00: XHMIAZhTF
IR 02 13 11
1% 02 EC EE
Example:
Send 03 13 00 10
03 | Length of this COMMAND
Explanation 13 | COMMAND )
00 | 00: Into the Software Power-Down; Others: Quit the Software Power-Down
10 | 03 @13 @00
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Receive(Success) | 02 13 11
02 | Length of this DATA
Explanation 13 | COMMAND
11 | 02 13
Receive(Failure) 02 EC EE
02 | Length of this DATA
Explanation EC | One's complement of COMMAND
EE | 02 @EC
8. BRRH

Command description: %2874 S50 <2k 0x0400, S70 24 0x0200, A4 n] &% & MK IEdE Tt

Data Frame Format:

02 19 1B
’E | KR | ety | Card Type | KRB
M 04 19 2Bytes WAL
ik 02 E6 - E4
Example:
Send 02 19 1B
02 | Length of this COMMAND
Explanation 19 | COMMAND
1B | 02 @19
Receive(Success) | 04 19 04 00 19
04 | Length of this DATA
Explanation 19/ COMMAND
04 00 | Card TYPE 04 00: S50 Card; 02 00: S70 Card
19 | 02 @19 ©04 @00
Receive(Failure) 02 E6 E4
02 | Length of this DATA
Explanation E6 | One's complement of COMMAND
E4 | 02 @E6
9. FF

Command description: MIREEE T 3k,

Data Frame Format:

Biphse, EFER, RERFHS

KX | KEY | @dT | REY
02 20 22
‘B | K | mds | Card SN e
RS 06 20 4Bytes B AR
S 02 DF - DD
Example:
Send 02 20 22
02 | Length of this COMMAND
Explanation 20 | COMMAND
22 | 02 @20
Receive(Success) 06 20 92 BF 72 59 20
06 | Length of this DATA
Explanation 20 | COMMAND
92BF 7259 | Card SN
20 | 06 @20 92 @BF @72 #59
Receive(Failure) 02 DF DD
02 | Length of this DATA
Explanation DF | One's complement of COMMAND
DD | 02 eDF
10, Bk

Command description: 545 & ¥ 5 1 45 .

Data Frame Format:

KIE Ky | mid7 | BHRIR | S | B | R
1Byte
0A 21 00: Key A | 1Byte | 6Bytes | FH (i
01: Key B
p ] K7 | w45 | Block Data 0
Ef 12 21 16Bytes RIGAE
1% 02 DE - DC
Example:
Send OA 21 00 08 FF FF FF FF FF FF 23
. 0A | Length of this COMMAND

Explanation

21

COMMAND

EASY & SIMPLE
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Authenticate with Key A

08 | Read Block 08
FF FF FF FF FF FF | Key A
23 | 0A @21 @00 @08 ©FF @FF @FF @FF @FF oFF
Receive(Success) 12 21 00 11 22 33 44 55 66 77 88 99 AA 00 BB CC DD EE FF 23
12 | Length of this DATA
21 | COMMAND
0011 22 33445566 77 | 16 Bytes Data of Block 08
Explanation 88 99 AA0O BB CC DD EE
E
23 | 12 @21 @00 @11 @22 @33 ©@44 @55 @66 @77 @88 @99 @ AA ®BB #CC @DD
©EE oFF
Receive(Failure) 02 DE DC
02 | Length of this DATA
Explanation DE | One's complement of COMMAND
DC | 02 @DE
11, 5k
Command description: K $i w2 28 5 N\ 5 e
Data Frame Format:
RiE | KEF | @A | B9 | g | B | EEARER | RS
1Byte
1A 22 00: Key A | 1Byte | 6Bytes 16Bytes TR EN
01: Key B
’E | KEY | T B
1EAff 02 22 20
ik 02 DD DF
Example:
d 1A 22 00 08 FF FF FF FF FF FF 00 11 22 33 44 55 66 77 88 99
Sen AA 00 BB CC DD EE FF 30
1A | Length of this COMMAND
22 | COMMAND
00 | Authenticate with Key A
08 | Read Block 08
: FF FF FF FF FF FF | Key A
Explanation )
0011 22 33 44 55 66 77 | 16 Bytes Data want to Write
88 99 AAOO BB CC DD EE
E
30 | 1A @21 @00 @08 @FF @FF @FF @FF @FF @FF @00 @11 @22 @33 @44 @55
©66 @77 @88 @99 @ AA ®BB @CC @DD @EE oFF
Receive(Success) | 02 22 20
02 | Length of this DATA
Explanation 22 | COMMAND
20 | 02 @22
Receive(Failure) 02 DD DF
02 | Length of this DATA
Explanation DD | One's complement of COMMAND
DF | 02 @DD
12, ¥ HERE

Command description: ¥IaafLEREL, BrA FERLIRAE A DS 4a 4

Data Frame Format:

a4

B2 | KET | @b | wPIR | S | =Y BOWIRE | BRRT
1Byte
4Bytes
OE 23 00: Key A | 1Byte | 6Bytes y REBGAE
. (LSB---MSB)
01: Key B
’E | KEY | et | BRT
EAf 02 23 21
Hix 02 DC DE
Example:
Send OE 23 00 09 FF FF FF FF FF FF 11 11 00 00 24
OE | Length of this COMMAND
23 | COMMAND
00 | Authenticate with Key A
Explanation 09 | Initialize Block 09 as a Purse

FE_FF_FF_FF FF FF

Key A

11 11 00 00 | 4 Bytes Value of Purse

24 | OE @23 ©00 @09 @FF oFF oFF @FF @FF oFF @11 #11 @00 #00
Receive(Success) | 02 23 21

02 | Length of this DATA
Explanation 23 | COMMAND

21 | 02 @23
Receive(Failure) 02 DC DE

02 | Length of this DATA

Explanation
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DE

One's complement of COMMAND
02 eDC

13, &

Command description: k0

Data Frame Format:

Rk | KET | @7 | &R | g | ®Y | REBT
1Byte
0A 24 00: Key A | 1Byte | 6Bytes | & &{H
01: Key B
B’E | KEY | @Y Bl L
4Bytes
A |06 2 | (epomes | P
i 02 DB - D9
Example:
Send OA 24 00 09 FF FF FF FF FF FF 27
0A | Length of this COMMAND
24 | COMMAND
Explanation 00 | Authenticate with Key A
P 09 | Block 09 is a Purse
FF FF FF FF FF FF | Key A
27 | OA @24 900 @09 @oFF @FF @oFF @FF @oFF @oFF
Receive(Success) 06 24 11 11 00 00 22
06 | Length of this DATA
Explanation 24 | COMMAND
11 11 00 00 | Value of Purse
22 | 06 @24 @11 @11 @00 @00
Receive(Failure) 02 DB D9
02 | Length of this DATA
Explanation DB | One's complement of COMMAND
D9 | 02 DB
14, REFRE

Command description: %, 764

Data Frame Format:

g | KEF | @by | wEhOR [ s | wH [ Wi | RRT
1Byte
0E 25 | 00:KeyA | 1Byte | 6Bytes LS?XESSB Belofi
01: Key B ( )
BE | OKEY | T | R
IEH 02 25 27
S 02 DA D8
Example:
Send OE 25 00 09 FF FF FF FF FF FF 11 11 00 00 22
OE | Length of this COMMAND
25 | COMMAND
00 | Authenticate with Key A
Explanation 09 | Block 09 is a Purse
FF_FF FF FF FF FF | Key A
11 11 00 00 | Vlaue of Increase
22 | OE @25 @00 @09 @FF @FF @FF @FF @oFF oFF @11 @11 @00 @00
Receive(Success) | 02 25 27
02 | Length of this DATA
Explanation 25 | COMMAND
27 | 02 @25
Receive(Failure) 02 DA D8
02 | Length of this DATA
Explanation DA | One's complement of COMMAND
D8 | 02 @DA
15, #RExK
Command description: #4315k
Data Frame Format:
RiE | KETY | @7 | &R | g | &Y C{IECIEN B 7
1Byte
OE 2% | 00:KeyA | 1Byte | 6Bytes (Lsﬁ}fﬁsm i
01: Key B
IR 02 26 24
1% 02 D9 DB
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Example:
Send OE 26 00 09 FF FF FF FF FF FF 11 11 00 00 21
OE | Length of this COMMAND
26 | COMMAND
00 | Authenticate with Key A
Explanation 09 | Block 09 is a Purse
FF FF FF FF FF FF | Key A
11 11 00 00 | Vlaue of Decrease
21 | OE @26 @00 #09 @FF @FF @#FF @FF @FF oFF @11 @11 @00 @00
Receive(Success) | 02 26 24
02 | Length of this DATA
Explanation 26 | COMMAND
24 | 02 26
Receive(Failure) 02 D9 DB
02 | Length of this DATA
Explanation D9 | One's complement of COMMAND
DB | 02 eD9

16 R EEPROM
Command description: 4k EEPROM %4k

KK 16 My
Data Frame Format:

B | KEY | @A | L | Sk | KR | R
05 30 1Byte | 1Byte | 1Byte 01
’E | KEE | e Al B
02+n
fi 30 n Bytes(n="HKJ% LI
EM | =) ytes(n=FKjt) | Bt
R 02 CF - CD
Example:
Send 05 30 00 00 04 02
05 | Length of this COMMAND
30 | COMMAND
. 00 | EEPROM Address LSB
Explanation
00 | EEPROM Address MSB
04 | Length
02 | 05 @30 @00 @00 @04
Receive(Success) 06 30 00 00 02 01 35
06 | Length of this DATA
: 30 | COMMAND
Explanation
00 00 02 01 | EEPROM Data
35 | 06 @30 @00 #00 ©02 @01
Receive(Failure) 02 CF CD
02 | Length of this DATA
Explanation CF | One's complement of COMMAND
CD | 02 oCF

17. Bk EEPROM
Command description: 5Lt EEPROM 4}

KK 16 7Y

Data Frame Format:

BE | KET

T | ARl | mbdk | KR OhT16) | B LR

+
(n(f&ng) 31 | 1Byte | 1Byte 1Byte (Ei/fg) Bl fi
’E | KEY | et | KRR
I 02 31 33
S 02 CE cC
Example:
Send 09 31 00 00 04 00 11 22 33 3C
09 | Length of this COMMAND
31 | COMMAND
00 | EEPROM Address LSB
Explanation 00 | EEPROM Address MSB
04 | Length
00 11 22 33 | Datato Write
3C | 09 31 #00 @00 ©04 #00 @11 @22 @33
Receive(Success) | 02 31 33
02 | Length of this DATA
Explanation 31 | COMMAND
33 | 02 @31
Receive(Failure) 02 CE cC
02 | Length of this DATA
Explanation CE | One's complement of COMMAND
CC | 02 eCE
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Hx

IR <.ttt bt et s ettt bbbt ettt ettt et 1
G TSR 1
T CTTRI ) oottt ettt ettt ettt ettt et ettt et et ettt et et et ettt et e et eeeee e e neens 1
B8 E =y 1y TSSOSO 1
D T, B ettt ettt ettt ettt ettt ettt ettt et ettt et ettt et et et et et et et e et ee et et 2
T T X ettt ettt ettt ettt ettt ettt et et et et et et e et eneeeaeens 2
L T oottt ettt e et ettt et ettt e e e e et e e, 2
=L@V I U 3
110 223 RSOOSRV 3
LIC 322 ET I TUITI I ettt ettt ettt ettt et ettt et e et e et eeeeeeneee e eeneeeeaeeas 4
BT 2 L R e et e e e e e e e e e e e e e e e e e a et e e e e ea e e e e e i e e e aar— e e a et r e e aaraas 5

T2 T B e ettt ettt e e et e e et e et e e aaaan, 5
E% ....................................................................................................................................... 12
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